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Executive Summary

The media industry’s cyber risk complexity problem

Today’s interconnected and overlapping virtual 
ecosystems create challenges for the secure production, 
distribution, and management of media. From concept 
to camera and from camera to consumer, media 
companies are dependent on vendors, service providers, 
partners, and technologies. The third-party ecosystem 
is particularly fragmented in the media industry and 
its dependence on a large number of vendors, varied 
in size and cyber exposure, adds to the complexity of 
managing risk.

Cybersecurity incidents in the media industry

Compromises and cybersecurity issues impact all 
segments of the value chain.

 – Content leaks are a major challenge for the industry, directly 
impacting revenue. Specialized darknet forums and torrent 
sites are trading and distributing licensed, as well as stolen, 
unreleased content.

 – Media companies have had their distribution channels 
disrupted by cyber attacks, finding themselves unable to 
deliver content to consumers. 

 – Ransomware, denial of service, and other forms of 
disruption are also prevalent across the media partner and 
supplier ecosystem.

An analysis of the media industry vendor ecosystem

BlueVoyant performed a cyber posture analysis of the 
vendors in the media industry sector. The approach 
was to identify and analyze the most prevalent 
vendors in the industry, as well as look at the extended 
vendor ecosystem for comparison, to gain a deeper 
understanding of the issues the industry is facing. A total 
of 485 vendors were assessed.

Key findings

 – 30% of the media vendors are susceptible to compromise 
via vulnerabilities discovered in their internet-facing, publicly 
accessible footprints. These critical vulnerabilities are 
known to be exploitable by malicious actors. Exploitation of 
such vulnerabilities can lead to potential loss of content and/
or operational disruption of the media companies relying on 
these vendors.

 – The percentage of media vendors susceptible to 
compromise is double that of a multi-industry benchmark 
composed of all companies monitored by BlueVoyant.

 – Half of the Top Media Vendors providing Content 
Management solutions have been identified with potentially 
compromising vulnerabilities.

 – Timely patching is a significant issue, with 60% of identified 
vulnerable systems still unprotected six weeks after a patch 
has been issued.
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Methodology
BlueVoyant’s platform identifies and assesses cyber risks 
using external data sources only. The platform identifies 
organizations’ internet-facing software vulnerabilities 
and other exploitable opportunities with techniques 
similar to those used by external cyber attackers while 
profiling prospective targets.

The research focused on Zero Tolerance Findings. 
We define a finding as “Zero Tolerance” as those 
vulnerabilities commonly targeted by adversaries, 
and the remediation (either a patch for a software 
vulnerability, or a configuration change for an IT hygiene 
risk) is readily available and easily implemented.

 
 
 
The research was conducted on two groups: 
(i) Top Media Vendors; and (ii) Extended Media 
Ecosystem Vendors. 

 – Top Media Vendors (49 companies) are suppliers that are 
ubiquitous, with most media companies using them. Top 
Media Vendors were segmented into groups: Content 
Management, Production, Distribution, and Monetization. 
Some of the vendors operate in multiple segments.

 – Extended Media Ecosystem Vendors (436 companies) are 
suppliers widely used by media companies but not common 
across the entire industry.

 – The two groups are mutually exclusive.

Zero Tolerance

Vulnerabilities commonly targeted by adversaries 
that have a remediation (either a patch for a software 
vulnerability, or a configuration change for an IT hygiene 
risk) that is readily available and easily implemented.
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Findings
A total of 428 Zero Tolerance Findings 
were identified.

Zero Tolerance Findings across the media 
vendor landscape

Across the 485 companies that were assessed, 143 
companies were identified with Zero Tolerance Findings. 
The distribution of Zero Tolerance Findings is similar 
across Top Media Vendors and Extended Media 
Ecosystem Vendors. About 30% of the media vendors 
have one or more Zero Tolerance Findings exposed. 
This percentage is almost double compared to the 
multi-industry average observed by BlueVoyant across 1 
million-plus companies.

 
Distribution of Zero Tolerance Findings across the 
media value chain

The distribution of Zero Tolerance Findings varies 
greatly across the media value chain, disproportionately 
impacting the Content Management segment. Half of 
the Top Media Vendors providing Content Management 
solutions have been identified with potentially 
compromising vulnerabilities.

The only segment of the media value chain performing 
slightly better than the multi-industry average 
is Monetization.
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Time to mitigation for a current Zero-Day vulnerability –  
a live example

On May 31, 2022, a critical vulnerability was disclosed to 
Atlassian affecting all versions of Confluence Server & 
Data Center, a popular corporate collaboration software. 
Successful exploitation of this vulnerability allows a threat 
actor to completely compromise the affected systems, 
establishing persistence and potentially exfiltrating data or 
deploying ransomware.

The CVE-2022-26134 identifier was assigned to the 
vulnerability and Atlassian issued a patch on June 2. 
Companies have been working since then to patch the 
vulnerable systems. However, six weeks after the patch 
was released, 60% of all Confluence systems monitored by 
BlueVoyant across the globe were still unpatched and thus 
vulnerable to exploitation.

As of July 15, 2022, eight media vendors from the analyzed 
cohort still had unpatched Confluence servers in their 
infrastructure.

Timely patching is a broader issue for analyzed media vendors, 
and this example speaks to a trend that has become more and 
more frequent across the industry. 

Key Recommendations

Media companies need to take strong action with their vendors 
and suppliers, particularly in Content Management. Supply 
chain attacks are a common attack vector, and protecting 
against ecosystem vulnerabilities is critical to preventing leaks, 
downtime, and disruptions to the production process.

To better protect their content and critical data, media 
companies should:

 – Identify and prioritize vendors, focusing on their criticality 
to content creation and delivery, access to critical systems, 
and importance to business operations.

 – Continuously monitor the extended vendor ecosystem, 
using contextual analysis to prioritize mitigation of zero 
tolerance and critical findings. Relying on questionnaires 
or point-in-time scans is not sufficient to reduce risk and 
prevent leaks and/or lost production time.

 – Leverage platforms or solutions that proactively track 
how critical vendors are addressing externally visible 
vulnerabilities and misconfigurations and work with the 
vendors to reduce risk across their exposed attack surface. 

White Paper 
What Does A Third-Party 
Breach Look Like?

eBook 
BlueVoyant’s Risk Operations 
Center (ROC) Advantage

Download Now Get the eBook

Additional Resources
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BlueVoyant 
cyber defense.

BlueVoyant combines internal and external cyber defense capabilities into 
an outcomes-based platform called BlueVoyant Elements™. Elements is 
cloud-native and continuously monitors your network, endpoints, attack 
surface, and supply chain plus the clear, deep, and dark web for vulnerabilities, 
risks, and threats; and takes action to protect your business, leveraging both 
machine learning-driven automation and human-led expertise. Elements can 
be deployed as independent solutions or together as a full-spectrum cyber 
defense platform. BlueVoyant’s approach to cyber defense revolves around 
three key pillars — technology, telemetry, and talent — that deliver industry-
leading cybersecurity defense capabilities to more than 700 customers across 
the globe.

To learn more about BlueVoyant, please visit our website at  
www.bluevoyant.com or email us at contact@bluevoyant.com
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