
Solution Brief

MDR for Splunk® Cloud
End-to-end consulting, implementation, and MDR 
services powered by Splunk Cloud Technology
Technology continuously transforms businesses and changes 
the pace of growth. With that change comes a growing threat 
landscape for attackers who traverse attack vectors and an 
increased need for the right talent--security analysts, content 
engineers, and incident responders. Security controls now 
generate thousands of alerts, including many false positives to 
Security Information and Event Management (SIEM) solutions, 
requiring the action of a human to tune or respond. Businesses 
struggle to keep pace with hiring the required expertise to 
build, manage, and respond to these systems.

Organizations that implement Splunk Cloud struggle with 
add-on and app installation complexity, limited staff, and 
lack of expertise. They need help deriving value from Splunk 
to modernize their detections, increase visibility, maintain 
compliance, and drive outcomes that matter to the business, 
without moving everything to the cloud.

BlueVoyant’s MDR for Splunk Cloud combines a team of 
world-class cybersecurity experts, elite proprietary data, and 
process automation, to serve as an extension of a company’s 
security team, delivering a level of protection that helps 
businesses sustainably protect themselves in a changing threat 
landscape.  MDR for Splunk Cloud identifies and mitigates 
threats as they emerge and ensures that businesses and wider 
ecosystems are always prepared for rapid, effective response, 
and threat neutralization. Clients benefit from our Splunk and 
cybersecurity expertise, and our consultative approach to 
solving their Splunk problems.  

Providing fast, effective, and intelligent detection-based 
content to address the growing threat landscape of your 
business, MDR for Splunk Cloud correlates and analyzes 
network, user, endpoint, and other security logs in real time, 
aggregating disparate data and applying the latest threat 
intelligence to filter background noise, prioritize alerts, and 
respond to the most suspicious threat behaviors. 

BlueVoyant’s human security expertise, proven processes, and 
security operations leadership empower you to accelerate your 
Splunk investment to quickly mitigate business risk, enable 
security at scale, and support you wherever your Splunk lives.

Key differentiators
 – Delivery expertise from 3000 Splunk engagements with 

90 active Splunk Certifications will enable an efficient and 
effective onboarding.

 – Increased security and visibility is powered by our team 
of security experts, 600+ proprietary alert rules, weekly 
content updates are automatically pushed out to all clients, 
Threat Intelligence, Automation, and AI capabilities.

 – Risk Based Alerting (RBA) alerts you about threat 
actors who use often benign activities that may lead to 
malicious actions.

 – BlueVoyant’s Next Generation Content cuts time to 
upgrade security content in half, brings parity in detections 
between the different SIEM & EDR tools, and we operate 
on data parallel from customer content to avoid content 
conflict with client’s custom built content.

 – Accelerator programs that provide you with proper 
onboarding and log collection.  We start with a CIS-based 
security maturity workshop that helps you understand the 
strengths and vulnerabilities in your overall security plan.

 – Analytics optimization workshop maximizes your 
Splunk workload by identifying data required to power 
your KPI, discovering data anomalies, and tackle 
unnecessary searches.



Features
Splunk Cloud Accelerator 
Professional services engagement focused on onboarding 
clients to the MDR for Splunk Cloud service. BlueVoyant 
implementation experts provide data onboarding to enable 
go-live activities with the Security Operations Center (SOC) 
through a defined and repeatable program.

Indicator Enrichment 
Automatic extraction, scoring, and enrichment of Indicators of 
Compromise (IoCs), leveraging Bluevoyant automation with 
open source and BlueVoyant proprietary threat intelligence.

Investigation and Notification 
Triage and investigation of alerted events by expert security 
analysts to confirm true positive, benign, or false positive, 
alerting the client as appropriate.

Simplified Compliance 
Creation of custom correlation rules and reports that identify 
threats to sensitive data and demonstrate compliance with 
regulations like CIS.

Threat Detection Thursday 
Weekly content updates are automatically pushed out to 
all clients.

Splunk Cloud Concierge 
Ongoing maintenance and customization to maximize Splunk 
Cloud platform.

Smart Log Management 
Logs are aggregated and stored on the client’s instance of 
Splunk Cloud platform, tamperproofing critical logs while 
ensuring that only the right types and amounts of data needed 
for investigations are analyzed.

CIS-Based Security Maturity Workshop 
Includes four phases: a brief overview of where we have been 
and where we are headed in cybersecurity; illustrations of how 
various factors influence risk; a review of our expert approach 
to identifying key cyber strengths and vulnerabilities; and an 
exercise to clarify your strengths and vulnerabilities, resulting 
in a findings and recommendations report.

Risk Behavior Analytics (RBA) 
RBA content provides an extra layer of detections by applying 
risk scoring to activity and enriching case severity

Splunk Analytics Optimization Workshop 
Offers a means of accurately analyzing large amounts of your 
Splunk data through systematic and consistent metric-based 
processes. It checks the quality of the data by analyzing 
formats, comprehensiveness, value count, and user adoption 
of the data.  Lastly, it offers prioritized program enhancements 
to address data anomalies, remove ineffective searches, and 
tackle unnecessary data.

Next Generation Content 
Cuts time to upgrade security content in half using our 
proprietary BlueVoyant Information Model and leveraging 
Continuous Integration and Continuous Delivery (CI/CD) 
pipelines to deliver the most accurate and update to date 
content to our customers’ environments.  It brings parity 
in detections between the different SIEM & EDR tools 
because it is available for all BlueVoyant MDR supported 
tooling.  We operate on data parallel from customer content 
to ensure best service time and uptime while allowing client 
security team and BlueVoyant  to focus on different SIEM use 
cases, such as security and observability, within the same 
Splunk environment.

24x7 Security Monitoring 
Real-time alerting, triage, threat indicator enrichment, and 
investigation of malicious activity with filtered notifications 
and alerts supported by a world-class team within 
BlueVoyant’s 100% cloud-based SOC.

Single-View Security Posture 
Get a clear perspective of your organization’s security posture 
through BlueVoyant’s Client Portal, Wavelength™ with a 
security-specific view of all monitored data in real time.

Splunk Cloud Professional Services 
Splunk experts customize and extend the capabilities of 
Splunk, maximizing the MDR for Splunk Cloud investment.

Health Monitoring 
Notification and assistance with troubleshooting if agents 
or log collection appliances become uncommunicative or 
unreachable, or output has not been received from log sources 
within the scope of service.



How It Works
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BlueVoyant MDR for Splunk Cloud Accelerator services are designed to get you up and running quickly and maximize your 
investment in Splunk technology with hands-on services that include onboarding and baseline configuration in Splunk Cloud to 
support Managed Detection and Response (MDR).  It has the following steps:

1. Develop a project plan based on services selected and key 
use cases

2. Configure the supported identity provider (IdP) option

3. Implement client-owned Intermediate Forwarder (IF) tier

4. Onboard in-scope data sources

5. Tune Splunk ingestion

6. Deploy BlueVoyant MDR content

7. Validate and go-live

8. Transfer knowledge

Accelerator Steps
Develop a Project Plan 
BlueVoyant creates a project plan based on the service 
selected and the scope defined during the sales process.  
BlueVoyant collects information to better understand data 
flows and your key use cases to define a project plan and later 
implement the use cases during service delivery.

Transfer knowledge 
Immediate Forwarding Tier Architecture, project review, and 
scaling recommendations.

Configure the supported identity provider (IdP) option 
BlueVoyant will configure the supported IDP options by the 
MDR Product to enable single sign-on (SSO) authentication 
and authorization functions for access to Splunk resources.

Implement client-owned Intermediate Forwarder (IF) tier 
BlueVoyant will implement the standard architecture diagrams 
on the Client’s hardware. We will configure, implement, and 
troubleshoot with the client to onboard data using good 
practices.

Tune Splunk ingestion 
BlueVoyant will install Splunkbase TAs as-needed unless 
directly differently by the client. We will tune the data sources 
for event breaking and timestamping using good practices. 
We will inform the client of challenges that we identified that 
need to be addressed at the source system.

Onboard in-scope data sources 
BlueVoyant will onboard in-scope data sources to the Splunk 
platform using the standard architecture for the Intermediate 
Forwarding Tier. We will use good practices for onboarding 
data with the supported methods: syslog, Splunk HTTP 
Event Collector (HEC), SplunkCloud Data Manager, or flat file 
monitoring with the Splunk Universal Forwarders.

Deploy BlueVoyant MDR content 
Deployment of BlueVoyant’s proprietary Splunk Cloud 
detection rules, as required and where applicable, based on 
client’s log sources.

Validate and go-live 
Validation of the Splunk technology stack with BlueVoyant 
integrations.  Go-live with the SOC using the Operational 
Readiness Review (ORR).



Accelerator Options

BlueVoyant combines internal and external cyber defense capabilities into an outcomes-based platform called BlueVoyant Elements™. Elements is cloud-native and 
continuously monitors your network, endpoints, attack surface, and supply chain plusthe clear, deep, and dark web for vulnerabilities, risks, and threats; and takes 
action to protect your business, leveraging both machine learning-driven automation and human-led expertise. Elements can be deployed as independent solutions 
or together as a full-spectrum cyber defense platform. BlueVoyant’s approach to cyber defense revolves around three key pillars — technology, telemetry, and talent — 
that deliver industry-leading  cybersecurity to more than 700 customers across the globe.

To learn more about BlueVoyant, please visit our website at www.bluevoyant.com or email us at contact@bluevoyant.com

Ready to get started? Learn more here.

*Custom accelerators can be created to support greater than 2 IF tiers and/or 30 data sources.  

Services Basic Standard

Develop Project plan

Configure the supported identity provider (IdP) option

Implement client-owned Intermediate Forwarder (IF) tier 1 IF 
15 data sources

2IF 
30 data sources

Onboard in-scope data sources

Tune Splunk ingestion

Deploy BlueVoyant MDR content

Validate and go-live

Transfer knowledge
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